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In a world of ubiquitous computation and telecommunication, electronically aug​mented bodies, postinfobahn architecture, and big-time bit business, the very idea of a city is challenged and must eventually be reconceived. Computer networks be​ come as fundamental to urban life as street systems. Memory and screen space become valuable, sought-after sorts of real estate. Much of the economic, social, political, and cultural action shifts into cyberspace. As a result, familiar urban design issues are up for radical reformulation.

On the Spot/On the Net

Why do some places attract people? Often, it is because being on the spot puts you in the know. The merchants1 coffeehouses of eighteenth-century New York, for in​stance, provided opportunities to get the latest shipping information, to meet poten​tial trading partners, and to exchange other important commercial information. Depending on your trade, you might find the need to locate in the financial district, the garment district, or SoHo, on Harley Street, Fleet Street, or Lincoln's Inn Fields, in Hollywood, Silicon Valley, or Detroit. You might be attracted to the literary salon, the corner saloon, or the Cambridge high table. It's not just a matter of where the jobs are, but of where you can exchange the most up-to-date, specialized information with the most savvy people; you may be able to do the same work and pursue simi​lar interests if you are out in the sticks, but you are likely to feel cut off and far from the center of things.

In cyberspace, list servers soon evolved to perform some of the same functions. These are programs for broadcasting e-mail messages to all the "subscribers" on specified address lists. They are like elec​tronic Hyde Park Corners - places in which anybody can stand up and speak to the assembled crowd. Lists may assemble formal groups such as the employees of a business, or the students enrolled in a class, or they may be constructed through some informal, self-selection process. As with physical assemblies, some lists are public and some secret, some are open to anybody and some are rigorously exclusive.

Electronic "newsgroups" were also quick to develop. Newsgroup software allows participants to "post" text messages (and sometimes other sorts of files), much as you might pin printed notices to a physical bulletin board. The notices - queries, re​quests, responses, news items, announce​ments, tips, warnings, bits of gossip, jokes, or whatever - stay there until they are de​leted, and anyone who enters the place can read them. Usually there is a host - a sort of Cyber de Stael or Virtual Gertrude presid​ing over an online rue de Fleury - who sets topics, coaxes the exchanges along when 

they flag, and occasionally kicks out an unruly or objectionable participant. By the 1990s there were countless thousands of these places, advertising every interest you might imagine and some that you surely would not. If you wanted to be in touch and up with the latest in your field, it was increasingly important to have ready access to the right newsgroups. And your physical location no longer mattered so much.

When there is a sudden need, ad-hoc news​groups can spring almost instantly into ex​istence. Within hours of the January 1994 Los Angeles earthquake, there was a Usenet newsgroup called alt.current-events.la.qtiake. Long before the rubble had been swept from Wilshire Boulevard and before tele​phone service had unjammed, it was pro​viding a place to post damage reports and find news about friends and relatives. It was the best place to be if you wanted to know what was going on.

The virtual communities that networks bring together are often defined by common interests rather than by common location: Unix hackers, Amiga enthusiasts, Trekkies, and Deadheads are scattered everywhere. But the opposite can also be true. When networks and servers are organ​ized to deal with information and issues of local concern to the people of a town or to the students, staff, and faculty of a univer​sity, they act to maintain more traditional, site-specific communities. So, for example, the City of Santa Monica's pioneering Public Electronic Network (PEN) is avail​able only to residents of Santa Monica, to people who work in the city, or at thirty-five public-access terminals located within the city boundaries. And the Athena educa​tional network was put in place on MIT's Cambridge campus to serve the MIT com​munity.

Street Networks/World Wide Web

Ever since Ur, urban places have been linked by movement channels of various kinds: doorways and passageways have joined together the rooms of buildings, street grids have connected buildings to each other, and road and rail networks have allowed communication between dis​tant cities. These familiar sorts of physical connections have provided access to the places where people lived, worked, wor​shipped, and entertained themselves.

Now there is a powerful alternative. Ever since the winter of 1994, I have had a re​markable piece of software called Mosaic on the modest desktop machine that I'm using to write this paragraph (Right now, Mosaic is open in another window.) Mosaic is a "client" program that provides convenient access to World Wide Web (WWW) servers located throughout the Internet. These servers present "pages" of information, which may be in the form of text, graphics, video, or sound. Pages typic​ally have "hyperlinks'" pointing to related pages elsewhere in the Web, allowing me to jump from page to page by clicking on highlighted text or images.

The "home page" of any WWW server invites me to step, like Alice through the looking glass, into the vast information flea market of the Web - a cyberspace zone now consisting of countless millions of interconnected pages. The astonishing thing is that a WWW page displayed on my screen may originate from a machine located anywhere on the Internet. In fact, as T move from page to page, I am logging into computers scattered around the world.

But as I see it, I jump almost instantan​eously from virtual place to virtual place by following the hyperlinks that programmers have established - much as I might trace a path from station to station through the London Underground. If I were to diagram these connections, I would have a kind of subway map of cyberspace.

Neighborhoods/MUDs

MUD crawling is another way to go. Soft​ware constructions known as MUDs, Multi-User Dungeons, have burned up countless thousands of log-in hours since the early 1980s. These provide settings -often very iarge and elaborately detailed ones - for online, interactive, role-playing games, and they often attract vast numbers of participants scattered all over the Inter​net. They are cyberspace equivalents of urban neighborhoods.

The particular joy of MUDville is the striking way that it foregrounds issues of personal identity and self-representation; as newcomers learn at old MUDdcrs' knees, your first task as a MUD initiate is to construct an online persona for yourself by choosing a name and writing a descrip​tion that others will see when they encoun​ter you. It's like dressing up for a masked ball, and the irresistible thing is that you can experiment freely with shifts, slippages, and reversals in social and sexual roles and even try on entirely fantastic guises. You can discover how it really feels to be a complete unknown.

Once you have created your MUD char​acter; you can enter a virtual place popu​lated with other characters and objects. This place has exits - hyperlinks connecting it to other such settings, which have in turn their own exits. Some heavily frequented MUDs are almost incomprehensibly vast, allowing you to wander among thousands of distinct settings, all with their own special characteristics, like Baudelaire strolling through the buzzing complexity of nineteenth-century Paris. You can exam​ine the settings and objects that you en​counter, and you can interact with the characters that you meet.

But as you quickly discover, the most interesting and provocative thing about a MUD is its constitution - the programmed-in rules specifying the sorts of interactions that can take place and shaping the culture that evolves. Many are based on popular fantasy narratives such as Star Trek, Japanese animated television series Speed Racer, and even more doubtful products of the literary imagination; these are communities held together, as in many traditional societies, by shared myths. Some are set up as hack-'n-slash combat games in which bad MUDders will try to "kill" your character; these, of course, are violent, Darwinian places in which you have to be aggressive and constantly on your guard. Others, like many of the Tiny-MUDs, stress ideals of constructive social interaction, egalitarianism, and nonvio​lence - MUDderhood and apple pie. Yet others are organized like high-minded lyceums, with places for serious discussion of different scientific and technical topics. The MIT-based Cyberion City encourages young hackers - MUDders of invention - to write MUSE code that adds new settings to the environment and creates new charac​ters and objects. And some are populated by out-of-control, crazy MUDders who will try to engage your character in TinySex - the one-handed keyboard equivalent of phone sex.

Early MUDs - much like text-based ad​venture video games such as Zork - relied entirely on typed descriptions of charac​ters, objects, scenes, and actions. (James Joyce surely would have been impressed; city as text and text as city. Every journey constructs a narrative.) But greater band​width, faster computers, and fancier pro​gramming can shift them into pictorial and spatial formats. Lucasfilm's Habitat, for example, was an early example of a graphic MUD that had its first incarnation, in North America, on the QuantumLink Club Caribe network (a precursor of Amer​ica Online) and Commodore 64 computers. Later, it spawned a colony, Populopolis, that reputedly attracted a lot more paying customers on the NIFtyServe network in Japan.

As a citizen of Habitat, you could cus​tomize your character, known as your Avatar, by selecting from a menu of body parts and choosing a sex. (That was a one-bit choice, since Habitat was marketed as

Players conversed with one another in comic strip speech balloons. A region -one of as many as 20,000 similar ones in the original Habitat at its zenith - was a place that you can walk your character around, and it had doors and passages to other regions. These regions were filled with functional objects such as ATM machines to provide cash, bags and boxes to carry things in, books and newspapers to read, weapons, flashlights, and garbage cans. You could walk, take elevators, or teleport to other regions and explore them; you could exchange conversation, buy and sell goods, and even swap body parts. And, if you got tired of your charac​ter, you could reconfigure it, give it some drugs, or take it to the Change-o-matic sex-change machine.

As the creators of Habitat soon found, their task became one of reinventing archi​tecture and urban design for cyberspace. They commented:

For 20,000 Avatars we needed 20,000 "houses" organized into rowns and cities with associated traffic arteries and shop​ping and recreational areas. We needed wilderness areas between the towns so that everyone would not be jammed to​gether into the same place. Most of all, we needed things for 20,000 people to do. They needed interesting places to visit -and since they can't all be in the same place at the same time, they needed a lot of interesting places to visit - and things to do in those places. Each of those houses, towns, roads, shops, forests, theaters, arenas, and other places is a dis​tinct entity that someone needs to design and create, (ibid.)

Only limitations in bandwidth and pro​cessing power inhibit caking the next step -the realization of wbizzier World Wide Webs, superMUDs, and other multipartici-pant, urban-scale structures consisting of hyperlinked, three-dimensional, sensorily immersive spaces. And these limitations are temporary. The online environments of the future will increasingly resemble traditional cities in their variety of distinct places, in the extent and complexity of the "street networks" and "transportation systems" linking these places, in their cap​acity to engage our senses, and in their social and cultural richness.

But no matter how extensive a virtual environment or how it is presented, it has an underlying structure of places where you meet people and find things and links connecting those places. This is the organizing framework from which all else grows. In cyberspace, the hyperplan is the generator.

Enclosure/Encryption

You don't get to go just anywhere in a city, and the same is true of cyberspace. In both domains, barriers and thresholds play cru​cial roles.

In the built fabric of a city, the enclosing surfaces of the constituent spaces - walls, floors, ceilings, and roofs - provide not only shelter, but also privacy. Breaches in these surfaces - gates, doors, and windows - incorporate mechanisms to control access and maintain privacy; you can lock your doors or leave them open, lower the window shades or raise them. Spatial div​isions and access-control devices are care​fully deployed to organize places into hierarchies grading from completely public to utterly private. Sometimes you have to flip your ID to a bouncer, take off your shoes, pay admission, dress to a doorman's taste, slip a bribe, submit to a search, speak into a microphone and wait for the buzzer, smile at a receptionist, placate a watchdog, or act out some other ritual to cross a threshold into a more private space. Trad​itions and laws recognize these hierarchies and generally take a dim view of illicit boundary crossing by trespassers, in​truders, and Peeping Toms.

Different societies have distinguished be​tween public and private domains (and the activities appropriate to them) in differing ways, and urban form has reflected those distinctions. According to Lewis Mumford, domestic privacy was "a luxury of the well-to-do" up until the seventeenth century in the West. The rich were the people who could do pretty much what they wanted, as long as they didn't do it in the street and frighten the horses. As privacy rights trickled down to the less advantaged classes, the modern "private house" emerged, acquired increasingly rigorous protections of constitutional law and public policy, and eventually became the cellular unit of suburban tissue. Within the modern Western house itself - in con​trast to some of its ancient and medieval predecessors - there is a staged gradation from relatively public verandahs, entry halls, living rooms, and parlors to more private, enclosed bedrooms and bath​rooms, where you can shut and lock the doors and draw down the shades against the outside world.

It doesn't rain in cyberspace, so shelter is not an architectural issue. But privacy cer​tainly is. So the construction technology for virtual cities - just like that of bricks-and-mortar ones - must provide for putting up boundaries and erecting access controls, and it must allow cyberspace architects and urban designers to organize virtual places into public-to-private hierarchies.

Fortunately, some of the necessary technology does exist. Most obviously, in cyber​ space construction the rough equivalent of a locked gate or door is an authentication system. This controls access to virtual places (such as your e-mail inbox) by asking for identification and a password from those who request entry. If you give the correct password, you're in. The trouble, of course, is that passwords, like keys, can be stolen and copied. And they can sometimes be guessed, systematically enumerated until one that works is found, or somehow extorted from the system
manager who knows them all. So pass​ word protection - like putting a lock on a door - discourages illicit entry but does not block the most determined break-in artists


So the technological means to create pri​vate places in cyberspace are available, but the right to create these places remains a fiercely contested issue. Can you always keep your bits to yourself? Is your home page your castle? These are still open ques​tions.

Public Space/Public Access

Once public and private spaces are distin​guished from each other they can begin to play complementary roles in urban life; a well-organized city needs both. And so it is in cyberspace. At the very least, this means that some part of our emerging electronic habitat should be set aside for public uses -just as city planners have traditionally des​ignated land for public squares, parks, and civic institutions. Public pressure for this grew in the 1990s as the importance of cyberspace became increasingly clear. In 1994, for example, Senator Inouye of Hawaii introduced to the US Senate a bill that would reserve 20 percent of all new telecommunication capacity for free, public uses (noncommercial educational and informational services and civic dis​course) and would provide funding for those uses.

But urban public space is not merely un-private - what's left over when everyone walls off their private domains. A space is genuinely public, as Kevin Lynch once pointed out, only to the extent that it really is openly accessible and welcoming to members of the community that it serves. It must also allow users considerable free​dom of assembly and action. And there must be some kind of public control of its use and its transformation over time. The same goes for public cyberspace, so cre​ators and maintainers of public, semipub-Uc, and pseudopublic parts of the online world - like the makers of city squares, public parks, office building lobbies, shop​ping mall atriums, and Disneyland Main Streets - must consider who gets in and who gets excluded, what can and cannot be done there, whose norms are enforced, and who exerts control. These questions, like the complementary ones of privacy and encryption, have become the foci of crucial policy debates.

The Internet and commercial online ser​vices like America Online and CompuServe have to date provided only semipublic cyberspace at best, since they are widely but not universally accessible; you have to belong to a subscribing organization or have to pay to get in. This begs the question of how truly public cyberspace - the equivalent, say, of the Piazza San Marco in Venice - might be constructed. The com​munity networks that emerged in the 1980s and 1990s - Santa Monica Public Elec​tronic Network, Blacksburg Electronic Vil​lage, Telluride InfoZone, Smart Valley, and Cambridge Civic Network, for example -sought answers by trying to make network access openly available to entire commu​nities in the same way that city hall and the local public parks traditionally have been.

Many of these community networks are structured as so-called free-nets, in which a ''city" metaphor is explicitly used to struc​ture information access: you go to the appropriate "building" to find the informa​tion or services that you want. Thus the "welcome" screen of the Cleveland Free-Net (one of the oldest and largest, with more than 35,000 registered users and over 10,000 log-ins per day) presents the following quotidian directory:

1 The Administration Building

2 The Post Office

3 Public Square

4 The   Courthouse   and   Government Center

5 The Arts Building

6 Science and Technology Center

7 The Medical Arts Building

8 The Schoolhouse (Academy One)

9 The Community Center and Recre​ation Area

10 The Business and Industrial Park

11 The Library

12 University Circle

13 The Teleport

14 The Communications Center

15 NPTN / USA Today Headline News

On the free-net model, then, the new, vir​tual city becomes a kind of electronic shadow of the existing physical one. In many (though not all) cases, a citizen can choose between going to an actual public building or to the corresponding virtual one.

But a free-net's superimposition of the virtual onto the physical, while sensible enough, is not a logical or technical neces​sity. In fact, one of the most interesting questions for twenty-first-century urban designers to ask is, "How should virtual and physical public space relate to one an​other?"

Consider the obvious options. There is complete dissociation oi the two if the elec​tronic public space is accessible only from personal computers in homes and business. Another possibility is to associate access points with civic architecture: put an elec​tronic information kiosk in the lobby of city hall or in the public library, for example. The Berkeley Community Memory and Santa Monica PEN systems have demon​strated a more radical strategy by placing rugged workstations in places like laundro​mats and at congregation points for the homeless; these workstations thus begin to play a public role much like the traditional one of fountains in the public places of Rome. The artist Krzysztof Wodiczko has gone a step further by suggesting that the physically homeless and displaced might carry electronic "alien staffs" - personal devices that connect them to cyberspace and sometimes construct public representa​tions of self by providing information to others about who they are and where they come from. These are public rather than personal digital assistants.

Since physical distance means little in cyberspace, the possibility also exists to "condense" scattered rural communities by creating public spaces that serve large, thinly populated areas. The Big Sky Tele​graph, which has been running in Montana since 1988, successfully pioneered this idea. It began by linking one-room and two-room rural schoolhouses across the state, and it has focused on education, eco​nomic opportunity, and economic self-sufficiency.

In economically disadvantaged commu​nities, where adequate public facilities of a traditional kind do not exist, the possibility of providing public cyberspace may become an important community develop​ment issue. Increasingly, communities and their planners will have to consider trade​offs between investing scarce resources in creating or upgrading parks and commu​nity buildings and putting the money into effective electronic networks.

Whatever approach is taken to deploying network capacity for public purposes, though, simply making computers avail​able and providing some kind of electronic access to civic information and discourse is not enough to create successful public cyberspace. Just as parks and squares must be pleasant and welcoming to a di​verse population in order to function effect​ively, so must the interfaces to public areas of cyberspace; an interface that depends on cryptic commands and arcane knowledge of computer technology is as much a bar​rier to most people as is a flight of steps to a park user in a wheelchair. People must also feel secure and comfortable - not subject to hostility, abuse, or attack. And more subtly., but just as importantly, the cultural pre​sumptions and cues that are built into an interface must not discourage potential users. Think of important physical public spaces like New York's Central Park and consider the extent to which both their suc​cesses and their failures depend on these sorts of things; designers of public cyber​space will have to deal with them as well.

Community Customs/Network Norms

Where public cyberspace exists, how can and should it be used? Do the customs and laws that govern physical public space still make sense in this new context?

As usage of the Internet and commercial online services has grown, there have been increasingly frequent disputes that have tested the limits of acceptable behavior in electronic public places and raised the ques​tion of how these limits might reasonably be enforced. In April 1994, for example, some particularly thick-skinned lawyers from Phoenix spammed the Internet by in​discriminately spraying a commercial ad​vertisement for the services of their firm into thousands of newsgroups. This blast of unwanted bits had the same effect as driving a blaring sound truck into a public park. The Internet community reacted with outrage and disdain, and flamed back tens of thousands of complaints. One of the unrepentant perpetrators proclaimed his right to be a pain and threatened to do it again. Eventually - to cries of "censor​ship!" from some quarters - a young Nor​wegian programmer wrote and unleashed an effective piece of "cancelbot" software that sniffed out and automatically removed the offending advertisements wherever they showed up.

In another widely publicized incident that unfolded almost simultaneously, a graduate student at MIT was busted by the FBI for operating an Internet bulletin board that had become a very active site for illegal activity - much like a bar in which drug deals were going down. Copies of commercial software were being posted, then downloaded without payment by users who logged in from all over the world. Was the operator of this openly ac​cessible place responsible for knowing and controlling what was going on there? Or could he rightfully claim that it was just none of his business?

Like the proprietors of shopping malls and Disneylands, the operators of commer​cial online services must struggle with the inherently contradictory nature of the semipublic places they create. On the one hand, these places need lots of paying cus​tomers to support them, so they have to seem as welcoming, open, and inclusive as possible. On the other hand, though, the operators want to stay in firm control of what goes on. (The question is often framed as one of whether these services should be regarded as common carriers, like the tele​phone companies, and therefore not re​sponsible for any libelous, obscene, or criminal information that they might carry or whether they should be in control and therefore held responsible like book and newspaper publishers and television broad​casters.) The last time I peeked at Prodigy, for example, I found the following notice from the management (a bit like the "Do not spit" signs that used to appear in rail​way stations): "And please remember that PRODIGY is for people of all ages and backgrounds. Notes containing obscene, profane or sexually explicit language (in Gliding descriptions of sexual acts, and Whether or not masked with 'x's and the like) are not allowed. A good test is whether the language in your note would be acceptable at a public meeting."

Prodigy explicitly aims at a family audi​ence, so it remorselessly enforces the norms of Middle America. Its competitors Com-ouserve and Genie have different sorts of constituencies, but their operators also take care to remove messages they consider ob​scene or illegal. And America Online has shut down some feminist discussion forums because, according to a spokesperson, kids might see the word "girl" in the forum's headline and "go in there looking for infor​mation about their Barbies." The excluded feminists might be forgiven for responding in not-for-prime-time language. And forget the 'x's. These places have found a useful role ro play, but don't mistake them for genuine, open-to-all, watch-out-for-your-self spaces for unconstrained public dis​course. ...

But then, there will always be a Berkeley! The Berkeley Community Memory system is a radical political invention - a transpos​ition of the Free Speech Movement and People's Park into cyberspace.6 All infor​mation on the system is community gener​ated, postings can be anonymous, and no central authority controls the content of postings. Funding is decentralized as well: there are coin-operated terminals on which postings can be read without charge, but it costs a quarter to post an opinion and a dollar to open up a new forum.

Nolli and the Net

The story of virtual communities, so far, is that of urban history replayed in fast forward - but with computer resource use playing the part of land use, and network navigation systems standing in for streets and transportation systems. The WELL, the World Wide Web, MUDs, and Free Nets are - like Hippodamos's gridded layout for Miletos, Baron Haussmann's radial patterning of Paris, or Daniel Burn-ham's grand plan for Chicago - large-scale structures of places and connections organized to meet the needs of their inhab​itants.

And the parallels don't stop there. As traditional cities have evolved, so have customs, norms, and laws governing rights to privacy, access to public and semipublic places, what can be done where, and exer​tion of control. The organization of built space into pubiic-to-private hierarchies, with gates and doors to control boundary crossings, has reflected this. Nolli's famous map of Rome vividly depicted it. Now, as cyberspace cities emerge, a similar framework of distinctions and expectations is - with much argument - being con​structed, and electronic plazas, forums, lobbies, walls, doors, locks, members-only clubs, and private rooms are being invented and deployed. Perhaps some electronic car​tographer of the future will produce an appropriately nuanced Nolli map of the Net.
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